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AMENDMENT TO THE SPECIFICATION 

/ 

Please delete the TECHNICAL FIELD section on page 1 following the title of 
the invention. 



Please replace RELATED APPLICATIONS section on page 1 with the following 

text: j ^ 

HF.I.ATEP APPLICATIO NS RELATED APPLICATIONS 

[002] This application is a continuation-in-part of U.S. Patent No. 6,061,603 wh irh 1> « 
continuation in pmt of U.S. Patent Application No. 09/303,458, now U.S. Patent No. 
6.151.625, which is a continuation-in-part of U.S. Patent Application No. 08/927,005, 
now U.S. Patent No. 6.282.454 . This application is also related to the following, 
commonly assigned application, entitled "Apparatus for Controlling Internetwork 
Communications," U.S. Patent Application No. 08/926,837. The contents of these 
Applications are expressly incorporated herein by reference. - 



After the RELATED APPLICATIONS section on page 1, please add the 
following text: 

- TECHNICAL FIELD 

Applicants' invention relates general l y to the field of factory automation devices 
and more particularly to a system for coupling a network of factory automation devices 
through an internetwork^ a monitoring and control device.-- 



Please repla^the heading " BACKGROUND OF THE INVE NTION" on page 



1 with " BACKGROUND OF THE INVENTION ". 




Please replace the heading " SUMMARY OF THE INVENT ION" on page 3 
with " SUMMARY OF THE INVENTION ". 
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Please replace the heading "BRTFF DESCRIPTION OF THEDRAWJNGS 1 

on page 4 with " Ri?TPF DESCRIPTION OF T HF. DRAWINGS". 



Please replace the Detailed Description section of the specification (on page 4) 
with the following text. The support for the changes can be found in the Figures and in 
the Claims. In addition, each paragraph has been numbered to facilitate discussions with 
the Examiner. 



niTT \ II TP D FSCRIPTTON att PF> DESCRIPTION 

[022] Although this invention is susceptible to embodiments of many different forms, a 
preferred embodiment will be described and illustrated in detail herein. The present 
disclosure exemplifies the principles of the invention and is not to be considered a hmrt to 
the broader aspects of the invention to the particular embodiment as described. 
[023] Figure 1 shows an overview block diagram of a system illustrating the 
relationship between a user 2 at a remote location irrferferir^^ 
^^^^4 ^rm^cmm^u^ ** programming an application software 
of a factory automation device, preferably a PLC 32. 

pm] Figure 2 sh— - ^ P™" relationship between th eUser2^ndthe 
^ Virnwtfir 1 0 that is ^m mA^erso^cmmM^ Th^ p ersonal com puter 8 is 
gQgQg ^^ Minn nonnested to the PT C 37. and to a web 

jHJfah -it- " -Hication nropram 22 for operaJir^^LC32^nd 

pro pramminp 21 for editing the application program 22., 

[0751 Fi^eSshowA rgM^ In this fi gure, the 

j ^ m ^ m ^ tn T , n rtri ^ ,n ^ tn network 14 Also connected to the 
^, n rV 1 4 i, the web * Th. web site 4 includes a networiUnMfa^^ 
.aa*** 1 8. The includes h propramm inp device 21, a prog ram package 33, 

aa^njBBlic^snjisg ^ The program p acka pe, 33 includes web pages 35, a 
s ymbol editor ^7 and a lanp nape editor 39. 
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' nE device 21, P^erably^ 
9 W illhave aptogramm^ de sucb Netscape 

stents a. the ** me iot erface (HMD « «- »„„ slices are 

[0271 W6W * S '.cation program 22. ^ s«v 1(TC ,)m 

^ 24 ; e ^ feI „ f the op eratinSP^ 

mM This enabte the tran 22 provides an op fomfl , e 

program22. icat , on progr rfot edited remotely* 

through me Weme. 14 _ „ he neWOtk when 

' PL Cand.hen«ansm^» .^fersovertr. ro(oco , 

^ df he»ehsi.e4asr^ ntOTell4ffiiog oneo^ 

^pmcimages.v.^ ewmepag eandmte^ fflusethe 
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[029] Figure 2- 4 shows a basic block diagram of the present invention illustrating an 
Internet interface to a communication network having a PLC 32 and a programming 
device 21. The web site 4 includes the network interface 16 having an unique Internet 
address 18 and a web server 30. The web server 30 provides the home page for the 
website 4. A firewall or security for the overall system can be included in the web server 
30, but is generally maintained as part of the network interface 16. In addition to 
providing security for various pages at the site, the user can disable the web server 30. A 
password and user list is provided in initial configuration files stored in the web server 30 
that are downloaded from a remote server. Protection of the configuration file is then 
provided by the remote server and the web server 30 through the password and the user 
list. The web server 30 provides a direct connection for a programming device 21 to the 
Internet. The web server 30 provides both a client and server interface. All signals 
between the programming device 21 and the web server 30 can be through the network 
34. The communication signals include addressing, control, data, and power. The client 
interface allows a user to send commands to a remote node over the Internet and the 
server interface allows for processing commands that originated from a remote node. 
Creating and editing the PLC operating program from a remote HMI is possible without 
involving the resources associated with the PLC 32. 

[030] Associated with the PLC 32 are its application programs 34 22, dual port memory 

programming device 21 and Input/Output (I/O) modules 40. The application 
programs 34 22 include a ladder logic program for controlling the I/O modules 40 of the 
network. The web server 30 functions as a node on a TCP/IP network 42 Hallowing it 
to send data and commands to a device on the network and receive the response. 
Although the TCP/IP network 42 14 in the preferred embodiment is an Ethernet network, 
other high level protocols could be used. Using a web browser at a remote location 
through the Internet44, a user can view and edit the PLC's operating program. 
[031] A program package 33, using either Java or HTML, resides within a programming 
device 21 . The programming device 21 is operably connected to the network and can be 
physically placed near or far from the PLC 32. The program package 33 is based on 
Ethernet and Web technology and allows editing of the application program 34 22 by the 
user using a programming device 21 , preferably a personal computer 8. The application 
programs 34 22, stored as either a ladder logic or an IEC 1 131 language program, are 
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viewed and saved as PLC programs within the programming device 21, accessible using 
either the standard HTTP or custom PLC protocols that run over TCP/IP. The 
information needed to edit the operating program, including web pages for the editing 
procedures, reside in the programming device 21 , preferably the program package 33. 
The program package 33 converts the PLC operating programs to and from formats 
needed for editing with a browser 10. The program package 33 also includes a symbol 
editor 37 and a language editor 39. The user 2 will be able to view, create and edit the 
PLC application programs U 22 from anywhere a browser 1 0 is available. A firewall or 
security for the programming device 21 maintained as part of its network interface 
prevents unauthorized users from accessing the program package 33 . 
[032] In addition to providing the ability to edit the application programs 36 by 
providing a File Transfer Protocol (FTP) based view of the application programs 36, file 
backup and restore can be handled through standard programming tools, allowing the 
user to manage the application programs 36 directly and efficiently and to also use 
standard revision control software to manage the application programs 36. Further, since 
all the symbols can be stored within the programming device 21 , any device capable of 
interfacing with the network 14, i.e., PDA, cell phone, etc., can be used to edit the 
application program 36. Alternatively, the comments and symbols can be stored on 
another network device, such as a PC, that is physically separated form the programming 
device 21. 

[0331 Figure S shows an alternative config uration whe rein some or all of the 
com ponents of ft* weh site 4 reside o n the PLC. This figure shows the components of a 
web server module for a PLC. T he web server module is connected to the network 42 
a nH is connected to rt™ pro<mmrniin P *™r., 21 . The programming device contains a 
propram nackaee far procn-amming th e PT C Inside of the web server module is a CPU 
ah that mns a real ^ o perating syste m 44 Also running on the CP! T 46 is an Ethernet 
driver 48. a T^P/TP stack 54. «nH a nrogramminp device driver 55 The TCP/IP stack 54 
ronld also be a H,«,1 TCP/IP stack interfacing between the TCP/TP stack 54 and the 
pro gramming P >vir.e driver 55 a re a number of tasks to perform various Amotions. There 
is a client task and server tas V ™ that handles network communication. The FTP task 
SQ handles fun ctionality required to res pond to network requests or to create network 
revests that use FTP protocol. T he HTTP tas k 62 handles the functionality required 
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to respond to or generate requests using the HTTP p rotocol. The Ethernet driver 48 
contains a memory 52 and an address 18. 

[034] A user at a remote location can edit the operating program of the PLC 32 by 
accessing a web page associated with the program package 33 via the Internet. A mimic 
page shown in Figure-^ ^.represents some of the hardware physically connected to the 
programmable logic controller system that can be constructed utilizing graphical editing 
techniques that are part of the present invention. The present invention allows a user at a 
remote location, using a browser, to create and edit a PLC operating program by adding 
and deleting various components illustrated in the mimic page. Figure -A- _6 shows a 
simple motor start-stop control in ladder logic diagram form that could be available as a 
mimic page to the user. The mimic page diagram will be accessed using a browser which 
will allow the user to view the graphic representing the operating program of the PLC 32. 
Rearranging the components on the mimic page will result in a different operating 
program. The program can be saved on the programming device 21 for later transfer to 
the PLC 32. Alternatively, the user can edit or create the PLC's operating program 
without using the graphic mimic page. 

[035] It is also to be understood by one of ordinary skill in the art that the 
communication network can comprise any combination of wired and wireless technology. 
[036] While the specific embodiments have been illustrated and described, numerous 
modifications are possible^vithout departing from the scope or spirit of the invention. 




Please replace the heading " CLAIMS " on page 9 with "CLAIMS' 
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